A PriMER ON ELECTRONIC D1scOVERY:
WhAT You DoN’T KNow CaN ReaLLy Hurt You

By Bradley C. Nahrstadt

No one can realistically argue that
computers do not affect our everyday
lives. Here are some sobering statistics
about computers and the documents
they generate:

Somewhere between 93 and 97
percent of all information is now
created electronically.

o ltis comm(only accepted that less
than three percent of that infor-
mation will ever be converted to
paper.

+ We are now sending more than 35
billion e-mail messages daily in the
United States.

* More than 80% of corporate com-
munications are sent via e-mail.

* Worldwide, we are sending more
than 141 billion e-mails and pro-
ducing one to two exabytes (the
equivalent of one to two trillion
books) per year.

» More than 50 % of the evidence
that is produced today is in e-mail
form.

* One CD holds the equivalent of
35,000 pages or 15 boxes of
documents.

+ The desktop or laptop hard drive
for one employee can hold 1.5
million pages or 600 boxes of
documents.

» One company server can hold
100 million pages or the equiva-
lent of 43 semi-truck loads of
documents.

* One mid-sized company typically
has 1.625 billion pages of docu-
ments in its possession at any
one time; enough to reach from
the Earth to the moon.

* For the largest companies with
20,000 workers or more, 34%
said employee e-mail has been
subpoenaed in the past year.

+ Sixty-two percent of the compa-
nies surveyed doubt that they can
show their e-records are reliable
and accurate.

+ Ten percent of the corporate
lawyers surveyed report that they
have settled a case rather than
incur the costs of electronic
discovery.!

Undoubtedly, computers have
changed the way we obtain informa-
tion, the way we communicate, and
the way we conduct business. They
have also changed the way we con-
duct litigation. In light of the foregoing,
it is vitally important for attorneys (and
their clients) to understand the rules
regarding electronic discovery, the
nature and extent of electronic data,
the means available to preserve that
data at the beginning of a lawsuit, how
such data should be requested, and
the sanctions for failing to preserve
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electronic evidence. Each of these
items will be addressed in turn.

The Rules Regarding Electron-
ic Discovery

In 1970, Federal Rule of Civil
Procedure 34 was amended to
specifically provide for the discov-
ery of electronic documents. In
2005, the federal judiciary’s Civil
Rules Advisory Committee adopted
proposed changes to the federal
rules dealing with electronic discov-
ery. These proposed changes were
subsequently approved by the
Standing Committee on the Federal
Rules of Civil Procedure and the
U.S. Judicial Conference. On April
12, 20086, the proposed changes
were approved by the U.S. Su-
preme Court. The amended rules
took effect on December 1, 2006.

The amendments to F.R.C.P.
16 and F.R.C.P. 26 recognize the
importance of locating and preserv-
ing electronic data at an early stage
of the litigation. Rule 16 sets up a
framework for the parties to ad-
dress the “disclosure or discovery
of electronically stored information,’
and to identify issues relating to
privilege at the Rule 16 Scheduling
Conference. Rule 26(b)(2)(B) ad-
dresses the distinction between ac-
cessible and inaccessible data and
allows the court to shift the costs
of producing inaccessible data to
the responding party. The rule now
states:

A party need not provide
discovery of electronically
stored information from
sources that the party
identifies as not reason-
ably accessible because
of undue burden or cost.
On motion to compel
discovery or for a protec-
tive order, the party from
whom discovery is sought
must show that the
information is not reason-
ably accessible because
of undue burden or cost.
If that showing is made,
the court may nonethe-
less order discovery

from such sources if the
requesting party shows
good cause, considering -
the limitations of Rule
26(b){2)(c). The court
may specify conditions

for the discovery.

F.R.C.P. 26(b)(2)(B). Rule 26(b)(5)
(B) codifies the doctrine of inadver-
tent waiver of privilege. Rule 26(b)
(5)(B) has been amended to read:

If information is produced
in discovery that is sub-
ject to a claim of privilege
or of protection as trial-
preparation material, the
party making the claim
may notify any party that
received the information
of the claim and the basis
for it. After being notified,
a party must promptly
return, sequester, or
destroy the specified in-
formation and any copies
it has and may not use or
disclose the information
until the claim is re-
solved. A receiving party
may promptly present the
information to the court
under seal for a determi-
nation of the claim. If the
receiving party disclosed
the information before
being notified, it must
take reasonable steps to
retrieve it. The producing
party must preserve the
information until the claim
is resolved.

F.R.C.P. 26(b)(5)(B).

It should be noted that a major
revision to the Federal Rules of
Evidence, which just recently took
effect, also protects against the
inadvertent waiver of the attorney-
client privilege and work product
protection. On September 19,
2008, President Bush signed into
law S. 2450, a bill adding new
Evidence Rule 502 to the Federal
Rules of Evidence. Federal Rule of
Evidence 502 states as follows:
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Rule 26(f) now requires the
parties to discuss “any issues
relating to preserving discoverable
information,” and “any issues
relating to disclosure or discovery
of electronically stored information,
including the form in which it
should be produced.” Rule 26(f)(4)
has been amended to require the
parties to specifically discuss “any
issues relating to claims of privilege
or of protection of trial-preparation
material, including—if the parties
agree on a procedure to assert
such claims after production—
whether to ask the court to include
their agreement in an order.” This
discussion between counsel is to
take place at least 21 days before
the Scheduling Conference is held
or a Scheduling Order is submitted
by the parties.

Rule 33 now states that where
business records are stored in an
electronic format, and the burden
of answering an interrogatory is
substantially the same for the party
serving the interrogatory as for the
party served, the responding party
may simply identify the electronic
data and allow the requesting
party a reasonable opportunity for
inspection and copying.

Rule 34(a) has been amended
to allow a party to serve on any
other party a request to produce
any designated electronically
stored information or any designat-
ed documents (including writings,
drawings, graphs, charts, photo-
graphs, sound recordings, images
and other data or data compilations
in any medium). Amended Rule
34(a) also allows parties to request
to sample any designated electroni-
cally stored information. Rule 34(b)
has been amended to allow the
responding party to designate the
form in which it wants electronically
stored information to be produced.
The amended rule provides:

...If arequest does not
specify the form or forms
for producing electroni-
cally stored information,
a responding party must
produce the informa-
tion in a form or forms
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in which it is ordinarily
maintained, or in a form
or forms that are reason-
ably usable.

...A party need not pro-
duce the same electroni-
cally stored information in
more than one form.2

Rule 37(f) deals with the sanc-
tions associated with a failure to
preserve electronic data. Rule 37(f)
provides:

Electronically Stored
Information. Absent ex-
ceptional circumstances,
a court may not impose
sanctions under these
rules on a party for failing
to provide electronically
stored information lost
as a result of the routine,
good-faith operation of
an electronic information
system.?

Rule 45 acknowledges that
electronic information can be
sought through the use of a sub-
poena. Rule 45 has been amended
to allow a party requesting docu-
ments to specify the form of pro-
duction. Other amendments allow
testing and sampling of electronic
documents, objection to the form of
production, protection from undue
burden, provisions relating to the
production of data that is not rea-
sonably accessible and inadvertent
waiver of privilege.

So far, almost one third of the
individual states have adopted
rules specifically dealing with
electronic discovery. Some of the
rules are exceptionally detailed and
mirror the provisions set forth in
the revised Federal Rules of Civil
Procedure; other merely indicate
that the production of documents
includes documents stored in an
electronic format. The states that
have enacted electronic discovery
rules, in some form or another, are:
Arizona, Idaho, Indiana, lowa,
Louisiana, Maryland, Minnesota,
Mississippi, Montana, Nebraska,
New Hampshire, New Jersey, New



York, North Carolina, Texas and
Utah.

Florida has not yet passed
any rules specifically dealing with
electronic discovery, although Rule
1.350 of the Florida Rules of Civil
Procedure states that a party may
request that any other party pro-
duce “...any documents, including
writings, drawings, graphs, charts,
photographs, phono-records, and
other data compilations from which
information can be obtained [or]
translated...” This would undoubt-
edly include electronically stored
information. And certain commen-
tators have noted that the Florida
Bar is currently considering amend-
ments to the state discovery rules
to address the issues associated
with electronic discovery.*

Although Florida does not have
specific rules regarding electronic
discovery, there are resources
available to the state trial judges
(and the lawyers who appear in
front of them) who are grappling
with electronic discovery issues.

In August of 2006, the Confer-
ence of Chief Justices adopted
and published Guidelines for State
Trial Courts Regarding Discovery
of Electronically-Stored Informa-
tion.® Although these guidelines
are not intended to serve as model
rules for the state courts, they are
intended to help trial judges identify
and effectively address electronic
discovery issues. The guidelines
define relevant terms and discuss
topics such as early attention to
electronic discovery issues, the
scope of electronic discovery, the
format of production, allocation of
costs, inadvertent disclosure of
privileged information, preserva-
tion orders and sanctions. Some
state courts have already indicated
a willingness to use the guidelines
when deciding e-discovery issues.®

In a further effort to provide
state trial judges with some guid-
ance about electronic discovery
issues, The National Conference of
Commissioners on Uniform State
Laws is also in the process of draft-
ing a uniform, multi-jurisdictional
set of electronic discovery guide-
lines. At this point, the proposed

rules are in the drafting and public
comment stage.” The Commission-
ers’ rules are modeled on the fed-
eral rules, with one main difference:
they leave the judges with a lot of
discretion to determine which types
of cases should be governed by
the rules and allow the judges the
option of exempting certain types
of cases from their requirements.

Types of Discoverable E-Data

Electronic discovery (“e-dis-
covery”) is the process of request-
ing, obtaining, and reviewing mate-
rial that has not been reduced to
a tangible medium (such as paper
or microfilm) or that co-exists with
a tangible copy.® Common types
of material include e-mail mes-
sages, voice mail messages, word
processing files, spreadsheets,
diaries, cell phone text messages,
textbook information (including
data from Personal Digital Assis-
tants), Internet use histories, and
files downloaded from the Internet.®
Even though a party may have pro-
duced material in a tangible form,
chances are the electronic version
of that material will contain addi-
tional information, known as meta-
data. Metadata, which is defined as
“information describing the history,
tracking or management of an
electronic document,” can reveal
revisions, deleted material, typist
information, the document creation
date, the author of the document,
subsequent edit dates of the docu-
ment, who accessed the document,
and the number of versions of the
document in existence. Although
this information is held with the file
in its native format, none of it is
visible on the printed version of the
document."®

Electronic data essentially falls
into three general categories: data
files, background information, and
electronic mail. The data files con-
sist of five general types of informa-
tion that are processed and stored
electronically: active data, archival
data, back-up data, legacy data
and residual data.' Active data is
readily accessible and comes in
many formats, such as word pro-
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cessing documents, spreadsheets,
databases, e-mail messages, and
electronic calendars. Active data
files are accessed through pro-
grams such as File Manager and
Explorer in the Microsoft Windows
environment.'?

Archival data is stored sepa-
rately from active data because it is
no longer in use by the computer.
Some computer systems have
automatic back-up systems, which
create back-up data files while
the user is creating a document. !
These archived files can be used
to recreate a file should a malfunc-
tion occur. However, until the data
is needed, it is archived and stored
awaiting a request for delivery.

Back-up data is typically a .
snapshot of active data which has ,
been copied to a storage medium,
such as floppy discs, magnetic
tapes, zip drives or CD-ROMs. '
Back-up data is a good source i
of historical information, as many
businesses routinely use back-up
procedures which can hold data !
going back years. Additionally,
back-up data files are a good place
to look for evidence, as many ver-
sions of a particular document may
exist in this format.’® The downside
to the discovery of back-up data
results from the ability of back-up
storage media to hold incred-
ibly large amounts of data. If the
back-up data filing system is poorly
organized, a great deal of time and
expense will be required to sort
through the information.™

Legacy data is the data that
remains on laptop computers,
desk top computers, servers and ,
other electronic equipment that ‘
has been removed from active use.
Off-the-shelf operating systems -
and application software commonly }
used by businesses, individuals
and the government is updated and
superseded at a dizzying pace. In
a technological environment that
is constantly changing, operating
systems and application software
become outdated and unusable
after only a few years. Likewise,
the physical media on which digital
information is stored, and the hard-
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ware needed to read and retrieve
that information, are constantly
changing to accommodate ad-
vances in technology.'s Although
systems, software and media are
constantly updated, vast quanti-
ties of electronic information is not
migrated to the new components.
The data that remains on the old
devices does not disappear—it is
waiting to be discovered and pro-
duced. This legacy data can also
be an excellent source of discover-
able information.

Residual data still exists on
hard drives and in the memory of
printers and fax machines, even
though the user attempted to
“delete” the file. The files that are
deleted by the user are merely
marked by the computer as avail-
able space and the information
will remain intact until other data
or programs override the space.'®
Depending on the size and use
of the computer system, it may
take weeks or even months to
override the space containing the
“deleted” information.'” Additionally,
sometimes “deleted” files are only
partially overwritten, which en-
ables competent computer forensic
experts to recover the remaining
parts of the document.'® Moreover,
even if new files or programs use
the space containing the “deleted”
information, some of the “deleted”
information will remain intact, and
subject to discovery, if the new file
or program is smaller in size than
the deleted file.'®

Not all data is recoverable.
Some examples of unrecoverable
data include data that was stored
on a drive area that has been
wiped clean, instant messages,
overwritten files (although in certain
instances some information can be
recovered by a forensic computer
expert), encrypted files, segments
of files and files upon which “file
shredding” applications have
been run.

The second category of poten-
tial electronic evidence that may be
waiting to be discovered in a case
is the background information a
computer system can create, such

as audit trails, access control lists,
and non-printing information. Audit
trails contain information about
who accessed the computer, when
access occurred and for how long,
what information was accessed,
and whether any modifications
were made to the accessed infor-
mation, including the downloading
of that information.20

+ Access control lists are used to
limit employee access to a com-
pany’s computer system in such a
way that the lists can describe who
has access to particular informa-
tion, thus allowing for increased
ability to establish ownership or
authenticity of the information.?!
Finally, non-printing information is
data that exists as part of a file or
document, but does not actually
appear printed out on the face of
the document. Non-printing infor-
mation can include information
which indicates when a document
was created, modified or deleted,
as well as notes or comments that
users place in their documents
when created with a program that
allows a user to insert “hidden”
comments in the text. These “hid-
den” comments do not become part
of the printed version and, thus,
are only available when accessed
electronically.??

As noted above, this back-
ground information is known as
metadata. It is the data about the
electronic data or the data embed-
ded in the file that gives details
regarding the attributes of the file.
Evidence can “hide” within the
metadata of a file and, if relevant,
should be requested in particular
discovery requests. Metadata can
include a file’s:

» Creation time/date stamp —
typically the time/date the
file was put in that particular
folder and particular location.
The creation date changes
every time a file is copied to
another location.

« Access time/date stamp —
The computer’s time/date
when the file was last touched
by the operating system.

» Modification time/date stamp
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— The computer’s time/date
when the file was last
modified.

» Author.

*  Number of revisions.

+ Time/date the file was last
printed.

Electronic evidence can also “hide”
in Enhanced Metafiles (EMF files
— the graphic representation of a
file that is sent to the printer when
you print, usually written to the disk
in a temporary directory), and Link
Files (pointers to other files with
metadata that contains information
about the referenced file).2

A number of courts have
recognized the evidentiary value
metadata can offer and have rou-
tinely ordered parties to preserve
metadata during the discovery
process. In Williams v. Sprint/
United Mgmt Co.,* the court held
that “when a party is ordered to
produce electronic documents as
they are maintained in the ordinary
course of business, the producing
party should produce the electronic
documents with the metadata
intact, unless that party timely
objects to production of metadats,
the parties agree that the metadata
should not be produced, or the pro-
ducing party requests a protective
order.” A similar result was reached
in the case of In re Verisign, Inc.
Sec. Litigation.?®

The last category of electronic
evidence is electronic mail. E-mail
is now among the most popular
modes of communication in the
work place. The characteristics of
e-mail, combined with the num-
ber of e-mail messages traveling
the data wires of businesses and
households, makes it an excellent
source for evidence in just about
any type of case.?® What most us-
ers do not realize is that e-mail is
extremely difficult to erase and is
more likely to be permanent than
paper letters. The simple fact of the
matter remains that simply using
the delete key on the computer
keyboard does not permanently
erase an e-mail message. More-
over, if the author’s (or recipient’s)
employer runs periodic back-ups of




their network, e-mail messages are
“hacked-up” and stored on back-
up tapes, making the messages
as long lasting as the tapes them-
selves.? In addition, because of
the reply and forwarding features of
most e-mail systems, e-mail mes-
sages can be sent to an unlimited
number of users and receivers,
thereby making the message even
harder to truly delete when the
need or desire arises.”®

Because of a perception of pri-
vacy and a belief that e-mail mes-
sages are “easily destroyed,” users
often express frank thoughts and
opinions in an e-mail message that
they would not normally putin a
formal memorandum or letter. One
commentator has noted that, “most
individuals have the false impres-
sion that e-mails are confidential,
like telephone communications.”
This same commentator has
reported that some psychologists
have observed that the computer
creates an ease of communication
that encourages the sender and
the recipient to talk openly as if
they were on a private stroll around
the park.2® The same is true for
cell phone text messages, which,
despite their transient impression,
are capable of being saved by
wireless companies on servers and
retrieved from an archival system.
This dangerous misconception that
such information is privileged and
capable of permanent deletion has
led to the production of severely
damaging evidence in a number of
recent cases.

in U.S. v. Microsoft Corp.,!
the Department of Justice accused
Microsoft of anti-competitive prac-
tices, including improperly using
its windows monopoly to achieve
dominance in the Internet browser
and e-commerce markets. The
government’s case-in-chief was
supported by a number of damn-
ing e-mails written by Microsoft
employees discussing precisely
how Microsoft intended to obtain a
monopoly on the Internet browser
market. In Strauss v. Microsoft
Corp.,*2 the court allowed the
plaintiff to introduce into evidence
certain e-mail messages created

by the defendant’s employees
which contained inappropriate
sexual and gender-related com-
ments. The court admitted the
e-mail messages on the grounds
that they were directly relevant to
the plaintiff's claim that she was
discharged in retaliation for claim-
ing that she was denied a promo-
tion because of her gender. And

in Vermont Microsystems Inc. v.
Autodesk, Inc.,® the plaintiff was
able to prevail on its trade secrets
claim based on similarities between
the parties’ versions of computer-
aided designed software. Electronic
discovery in the case revealed that
a former employee of the plaintiff
had brought the trade secrets to
the defendant. Specifically, the
plaintiff's former employee sent

an e-mail to his colleagues at the
defendant corporation detailing the
tactical specifications and overall
architecture of the plaintiff's system
and the defendant’s system.

Requesting the Electronic
Data Itself

It is impossible in an article
such as this to set forth all (or even
most) of the interrogatories and re-
quests for production of documents
that could be filed by counsel re-
garding the issue of electronic dis-
covery. The requests themselves
will be limited only by the creativity
of counse! and the manner and
number of claims filed.

That having been said, any -
interrogatories that are filed by
counsel must contain requests
for relevant electronic information
concerning each and every one
of the plaintiff's claims. At the very
least, information should be sought
from all of the sources of electronic
discovery identified in the initial
discovery requests regarding oper-
ating systems, hardware, software,
and loose media.

Counsel should keep in mind
that Rule 33(a) of the Federal
Rules of Civil Procedure (and many
state court discovery rules) limits
the number of interrogatories that
a party can propound to the other
side. As such, it may be necessary
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for counsel to obtain an agreement
or stipulation for the other side to
issue more extensive interrogato-
ries designed to obtain relevant in-
formation about how the opposing
party generates, reviews, retains,
stores and destroys its electronic
evidence.

Once counsel has a general
sense of her opponent’s techno-
logical infrastructure, she should
be in a position to draft appropri-
ate requests for the production of
electronically stored information.
Typically, counsel will be looking
for information in three basic areas:
e-mail, electronic documents and
data compilations. Not every case
will require discovery in all three
areas, but counsel should stop
and consider whether electronic
information exists in all three areas
when framing her requests.*
There are some general consider-
ations that should be kept in mind
when preparing requests for the
production of electronic evidence.
Counsel must determine whether to
request information in native format
and, if so, whether there is certain
metadata that does not need to be
included in the production. If certain
metadata is not required, counsel
should indicate that on the face
of the requests in order to expe-
dite the process of producing the
information and limit the expense
associated with reviewing it once
it is produced. If counsel does not
want the information produced in
native format, careful thought must
be given to the format to be used
for the production. For example, if
only images are to be requested,
does counsel want TIFFs, PDFs or
something else?%*

If counsel intends to use some
type of litigation support software
to review the production responses
(such as Summation or Concor-
dance), counsel will generally want
documents produced in native
format and to have the metadata
included (or at least the metadata
that these programs are capable of
displaying). Counsel must recog-
nize that if he does not ask for the
information to be produced in na-
tive format, and accepts the initial



production as an image file, the
potential for uncovering the avail-
able metadata will be lost.?®

Finally, when dealing with re-
quests for e-mail, counsel must be
sure to request not only all related
metadata, but also all attachment
files. This is one area in particular
where metadata is particularly im-
portant, not only substantively, but
in terms of using litigation support
technology to successfully man-
age the information. As one set of
commentators has noted, “counsel
needs to know how to ask for this
information in a way that will work
successfully with the tools that are
available to process it.”¥

Drafting electronic discovery
requests can be a tedious and
time consuming process. But it is
necessary in order to uncover not
only the location of electronic docu-
ments, but also the actual elec-
tronic data itself that can be used
to prosecute the claim or prevail on
the defense.

Preserving Electronic Informa-
tion Prior to Discovery

Because electronically stored
information is subject to deletion
at any time, and because such de-
leted information is subject to being
overwritten at any time, there is an
overriding need to act quickly early
in the litigation to conduct discov-
ery regarding electronically stored
data.*® Although there is a need for
speed in obtaining information re-
garding electronically stored data,
standard discovery procedures are
not geared toward such immediate
action. The Federal Rules of Civil
Procedure, and most state rules of
procedure, impose time restrictions
on when discovery can be initiated
and allow parties specific periods
of time after the receipt of discov-
ery (usually 30 days) to respond to
the same. An enormous amount of
electronic data can be destroyed or
lost during such time frames.

There are essentially three
procedures that can be employed
in an effort to protect the purpose-
ful or inadvertent destruction of
electronic data: ex parte seizure

orders, protective orders, and writ-
ten requests for preservation of
electronic evidence.

A. Ex Parte Seizure Orders

Ex parte seizure orders can
be granted and executed before a
party is even aware of a lawsuit.
The fact that the court will order the
seizure of computer-related infor-
mation before a party has received
notice of the lawsuit prevents the
party from concealing or destroying
evidence. However, the power of
the court to seize a party’s property
without notice and an opportunity to
be heard is strictly limited by either
rule or statute and, understand-
ably, the mandates of the United
States Constitution.®® Statutes
and rules to consider for ex parte
authority to engage in a seizure of
electronic information or computer
equipment include Rule 65 of the
Federal Rules of Civil Procedure,
the Trademark Counterfeiting Act of
1984, and the U.S. Copyright Act.*

B. Temporary Restraining or
Protective Orders

The second option is to ob-
tain either a temporary restraining
order or a protective order from
the court. These types of orders,
which are issued after notice to
the opposing side, would require
the party against whom the order
is entered to preserve the informa-
tion identified in the application for
the temporary restraining order or
protective order. Since maintain-
ing computer records is generally
less onerous than requiring com-
panies to maintain warehouses
full of documents, courts have not
been hesitant to enter preservation
orders.*!

C. Litigation Hold Letters

The final option, a written
request for the preservation of
electronic evidence (also known
as a litigation hold letter), was ad-
dressed in minute detail in a series
of opinions authored by Judge
Shira Scheindlin, a district court
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judge in the Southern District of
New York. In 2003, Judge Schei-
ndlin began authoring a series of
opinions known as the Zubulake
opinions, all of which are a must
read for any lawyer who is engaged
in electronic discovery. The fourth
and fifth Zubulake opinions contain
a detailed discussion of the litiga-
tion hold, its role in today’s litiga-
tion, and the lawyer’s obligation to
issue the litigation hold and then
follow up.#

1. Preserving Your
Opponent’s Data

According to Judge Scheindlin,
the obligation to preserve evidence
arises when the party has notice
that the evidence is relevant to
litigation or when a party should
have known that the evidence
may be relevant to future litigation.
While a litigant is under no duty to
keep or retain every document in
its possession, it is under a duty to
preserve what it knows, or reason-
ably should know, is relevant in the
action, is reasonably calculated to
lead to the discovery of admissible
evidence, is reasonably likely to be
requested during discovery and/or
is the subject of a pending discov-
ery request.

Judge Scheindlin recognized
in Zubulake 1V that, in light of the
“‘many ways to manage electronic
data,” there will often be a variety
of options for a litigant once the
duty to preserve data attaches:

The scope of a party's
preservation obligation
can be described as
follows: Once a party
reasonably anticipates liti-
gation, it must suspend its
routine document reten-
tion/destruction policy and
put in place a “litigation
hold” to ensure the pres-
ervation of relevant docu-
ments. As a general rule,
that litigation hold does
not apply to inaccessible
back-up tapes (e.g., those
typically maintained solely
for the purpose of disas-



ter recovery), which may
continue to be recycled
on the schedule set forth
in the company’s policy.
On the other hand, if
back-up tapes are acces-
sible (i.e., actively used
for information retrieval),
then such tapes would
likely be subject to the
litigation hold.

However, it does make
sense to create one
exception to this general
rule. If a company can
identify where particular
employee documents are
stored on back-up tapes,
then the tapes storing
the documents of “key
players” to the existing

or threatened litigation
should be preserved if
the information contained
on those tapes is not
otherwise available. This
exception applies to all
back-up tapes.*®

So how does counsel guar-
antee that the duty to preserve is
triggered? By sending the oppos-
ing side a litigation hold letter. The
litigation hold letter sent to the
opposing party should explain that
all relevant electronic data must be
preserved and safeguarded from
destruction. The litigation hold letter
to the opposing party should also
identify, as specifically as possible,
the information to be preserved and
warn of the possible consequences
for the destruction of relevant elec-
tronic data.

2. Preserving Your Own
Client’s Data

The preservation obligation
runs both ways. If counsel does
not follow the steps outlined below
and issue a litigation hold to her
own client, the sanctions discussed
at the beginning of this article may
become an all too real possibility.

The first thing counsel must
do when faced with the prospect of
litigation is to become fully familiar

with the client's document reten-
tion policies, as well as the client’s
document retention architecture.
Counsel should first obtain a copy
of the client’s document retention
policy, if it has one. The policy
should be reviewed for what it does
and does not cover and special
attention should be paid to elec-
tronic data. Counsel should also
find out if any litigation holds have
been issued since the document
retention policy was put in place.
Key employees of the client should
be interviewed to see what went
right and went wrong with the prior
litigation hold. Every effort should
be made to identify whether there
were employees who refused to
follow the litigation hold, difficulties
with the technology, cost overruns,
or other issues.

Counsel will have to sit down
with the major business units that
will be affected by the litigation
hold. Departmental managers,
company executives, human re-
sources personnel and the head of
the company’s Information Technol-
ogy department will need to ex-
plain how data is created, how it is
stored, how it is retained and how
it is destroyed. Particular atten-
tion should be paid to interviewing
the IT personnel. Counsel should
ask the IT personnel to explain, in
the simplest terms possible, how
information is processed through
their system. Send the IT depart-
ment an e-mail and ask the per-
sonnel to explain exactly how that
e-mail flows through the company’s
system. Ask to see the servers that
the electronic data is stored on,
the back-up tapes that are used to
copy the electronic data and the
off-site storage facilities where data
is kept in case of disaster.** Coun-
sel should also ask if the company
has a formal policy on computer
use, find out the computer rights of
all data custodians and what sort
of hardware turnover the company
has had during the period relevant
to the suit. Once the storage points
are identified, counsel should in-"
quire how long electronic evidence
will reside on each particular tape,
server, CD-ROM, hard drive, efc.

TRIAL ADVOCATE QUARTERLY - FALL 2008
-8 -

Every effort must be made to un-
derstand the intricacies of the sys-
tem and how electronic evidence
is created, processed, categorized,
stored and deleted.*

It cannot be stressed enough
that counsel and the IT person-
nel must be on the same page
when it comes to the preservation
and production of electronic data.
Counsel must fully understand
what is requested and question
how the IT personnel will go about
meeting the request. For example,
suppose counsel requests a “mirror
image backup” of an employee’s
hard drive. Counsel’s intention is
to have an exact copy (a mirror
image) of the hard drive made in
order to ensure the integrity of the
data—but that intention is never
communicated to the IT personnel
who are working on the project.
Instead of making a mirror image
copy of the hard drive, the IT per-
sonnel preserve the data by plac-
ing it on backup tape media. When
the technicians heard “backup,”
they assumed the attorney meant
a backup tape. Since backup tapes
can be difficult to read, the actions
of the IT personnel will inevitably
increase the costs of extracting and
producing the responsive date and
could lead to claims that counsel
was trying to hide evidence on an
inaccessible media.*®

Or suppose that counsel noti-
fies the IT department to preserve
the company’s e-mails and other
electronic data for a legal matter.
The IT department, having received
no input from counsel, copies the
native files to an external hard disk
drive (thus changing the metadata),
places the company’s e-mails and
databases on backup tapes (mak-
ing the data inaccessible) and fails
to segregate and protect the origi-
nal data. As a result of this miscom-
munication and lack of understand-
ing, the preserved data resides on
separate media formats, increasing
the search and retrieval costs, and
the original data is still exposed to
change or deletion.*”

Neither of these scenarios is
beyond the realm of possibility.
In fact, both are most likely prob-




abilities if each side doesn’t take
the time to understand the issues
and carefully communicate what is
requested and what is required of
all parties involved in the electronic
discovery process.

During these important con-
versations, counsel must meet with
all employees who will be directly
involved in the litigation, as well as
the IT personnel, in order to learn
what electronic data is germane
to the case and where it is stored.
Employees directly involved in the
case should be interviewed about
their technology patterns and
habits. E-mails, word processing
documents, spreadsheets, data
compilations, instant messages
and voice mails must be identified
so that steps can be taken to make
sure that the evidence is properly
preserved. This may also require
changing IT policy and procedures
such as overwriting back-up tapes
or an auto-delete function in e-mail.
As one commentator has noted,
“[e]xecuting effective, reasonable
and direct communication with
every [source and custodian of
relevant information] minimizes
risk, eliminates miscommunications
and resolves perceptions of due
diligence neglect.™®

As part of this process, coun-
sel must communicate directly with
the “key players” in the litigation.
The key players would be those
people identified in the party’s
initial disclosures, initial pleadings
and any subsequent supplemen-
tations or amendments to those
documents. Some examples of
key players may include Human
Resources personnel (who may
have information about former
employees as potential sources
of information), Records Manage-
ment personnel (who will have to
be instructed to suspend normal
destruction procedures and pre-
serve relevant documents) and
Information Technology personnel
(who will be intimately involved in
the identification and recovery of
electronic data).*® Key players can
and should also be identified by
internal witness interviews con-
ducted in anticipation of litigation or

at the start of the case.®® Because
the key players are the employees
who are most likely to have relevant
information about the case, it is
particularly important that the duty
to preserve electronic evidence be
communicated clearly and directly
to them at the earliest possible
stage in the litigation.5!

At the very outset of the litiga-
tion, counsel must issue a litigation
hold letter to ensure the preserva-
tion of relevant data. This letter
must explain to all the employees of
the company who have possession
of relevant electronic data that the
data must be preserved and safe-
guarded from destruction. The liti-
gation hold letter should identify, as
specifically as posible, the informa-
tion to be preserved. As one com-
mentator has noted, the litigation
hold letter “...consists of a written
directive to all potentially relevant
personnel of a company advising
them that there is a specific subject
matter which has resuited or is like-
ly to result in litigation, to describe
that subject matter, and the people
involved in it, in sufficient degree to
inform the recipients of this commu-
nication of the true nature of the ac-
tual or anticipated dispute, and then
to specifically advise them to both
locate and save all relevant paper
documents, e-mails, and any other
items that may be contained in the
company’'s computer system.”™?2 In
addition, all employees must be toid
that any document destruction poli-
¢y in place at the company must be
suspended and that the employees
are not to delete anything pertinent
to the case, be it an existing docu-
ment or e-mail or data created after
the date of the preservation letter.
The client’'s employees should also
be provided with an explanation of
the serious nature of the litigation
hold and the penalties that may
be imposed upon the company if
electronic data is unintentionally, or
intentionally, destroyed.

In summary, the litigation hold
letter should spell out, in plain
English, the responsibilities of
each employee, convey the specif-
ics on documents and information
required to be preserved, impart
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unigue responsibilities based on
each employee’s role in the litiga-
tion and their function within the
company:

+ Describe the background of
the case and how long it is
expected to last;

« Identify information subject
to preservation (paper and
electronic);

 Specify pertinent data types
and their associated applica-
tions, electronic and paper
document preservation and
retention methods, and
preservation
tools and how to use them;

« Inform employees of their
legal obligations, including
the ramifications and penal-
ties for non-compliance with
the litigation hold.s

In addition to containing the
information outlined above, the
litigation hold letter should provide
contact information in case the
recipient of the letter has any ques-
tions or requires assistance. More
than likely, two points of contact
should be included in the letter: an
attorney contact for the legal and
subject-matter issues and a techni-
cal contact to assist with hardware
or software issues. Most important-
ly, the litigation hold letter must be
reissued periodically to all employ-
ees who may have relevant infor-
mation in their possession in order
to remind them of their preservation
obligations and duties. The litigation
hold letter most certainly must be
reissued if the issues or key players
in the case change.®

It is important to remember
that, according to some courts, the
duty to ensure the preservation and
production of all relevant electronic
documents rests with counsel.
Judge Schiendlin noted several
examples of this duty in
Zubulake V-

A party’s discovery obliga-
tions do not end with the




implementation of a “litiga-
tion hold” — to the contrary,
that's only the beginning.
Counsel must oversee
compliance with the litiga-
tion hold, monitoring the
party’s efforts to retain and
produce relevant docu-
ments. [-..]

Once a ‘“litigation hold” is

in place, a party and her
counsel must make certain
that all sources of potential-
ly relevant information are
identified and placed “on
hold,” to the extent required
in Zubulake IV. To do this,
counsel must become fully
familiar with her client’s
document retention poli-
cies, as well as the client’s
data retention architecture.
This will invariably involve
speaking with information
technology personnel, who
can explain system-wide
back-up procedures and
the actual (as opposed to
theoretical) implementa-
tion of the firm’s recycling
policy. It will also involve
communicating with the
“key players” in the litigation
in order to understand how
they stored information.

* ok ok

To the extent that it may
not be feasible for counsel
to speak with every key
player, given the size of a
company or the scope of
the lawsuit, counsel must
be more creative. It may be
possible to run a system-
wide keyword search;
counsel could then pre-
serve a copy of each “hit.”

* %k

In short, it is not sufficient
to notify all employees

of a litigation hold and
expect that the party

will retain and produce
all relevant information.
Counsel must take af-
firmative steps to monitor

compliance so that all
sources of discoverable
information are identified
and searched.

Once a party and her
counsel have identified
all the sources of poten-
tially relevant information,
they are under a duty to
retain that information (as
per Zubulake 1V) and to
produce information re-
sponsive to the opposing
party’s request. Rule 26
creates a “duty to supple-
ment” those responses.
Although the Rule 26 duty
to supplement is nomi-
nally the party’s, it really
falls on counsel.%

After this pronouncement, the
court went on to note that there
are a number of steps that counsel
must take to ensure compliance
with the preservation obliga-
tion. First, counsel must issue a
litigation hold at the outset of the
litigation or whenever litigation is
reasonably anticipated. That hold
should be periodically re-issued
so that new employees are aware
of it and so that it is fresh in the
minds of all employees. Second,
counsel should communicate

directly with the “key players” in the

litigation, i.e., the people identi-
fied in a party’s initial disclosures
and any supplementation thereto.
Because the “key players” are the
employees likely to have relevant
information, it is particularly impor-
tant that the preservation duty be

communicated clearly to them. The
“key players” should be periodically

reminded that the preservation

duty is still in place. Finally, counsel

shouid instruct all employees to
produce electronic copies of their
relevant active files.

Given this warning, it is vitally
important that counsel oversee
compliance and monitor efforts to
comply with the litigation hoid and
produce responsive documents to
the other side. Perform periodic
checks of your client’s system to
make sure documents are not
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being destroyed or altered. Set up
special programs in order to collect
and store electronic data. Meet
frequently with the key players to
ascertain that they are following the
directives set forth in the litigation
hold letter.

Finally, if you have done all of
the above, do not let it go to waste.
Remember to document your ef-
forts to implement and monitor the
litigation hold. Create memoranda
that identify the persons with whom
you spoke, the topics that were
discussed, the materials that were
provided to each key player or data
custodian and the documents that
were produced and/or collected
from each person. And make sure
that you keep all this data in one
centralized location in the event
that you need to rely on it to show
that you complied with the letter
and the spirit of the law.%®
In short, counsel must be able to
demonstrate that he or she, and
the client, were committed to “good
faith” preservation efforts.

A major part of being able to
demonstrate good faith preserva-
tion efforts is education. In order
to accomplish the goals set forth
above, companies would be well
advised to begin educating their




employees about the nature and
extent of litigation holds—even
before a hold needs to be put in
place. Companies should begin
the process of indoctrinating their
employees on their preservation
and retention responsibilities,
providing pericdic refresher training
and mandatory seminars on new
or revised legal requirements. Key
departments, including Records,
Legal, HR and IT must be trained
regarding the company’s legal hold
palicies and their exclusive preser-
vation and compliance responsibiii-
ties.5®

To summarize, the relevant
case law indicates that counsel
must do the following when it
comes to implementing a proper
litigation hold:

1. Become familiar with the
client’s document retention
and destruction policies and
computing infrastructure,
speaking with the client’s
key IT personnel in order
to do so. Ensure that the IT
personnel not only preserve
data but also verify that they
have suspended any and all
automated processes which
could inadvertently destroy
information until the data is
collected and determined to
be irrelevant.

2. Learn how information is
created, maintained and de-
stroyed, identify and account
for accessible and inacces-
sible electronically stored
information and confer with
IT personnel to devise cost
effective and valid methods
of data collection.

3. Communicate directly with
all key players involved in
the litigation, inquiring as to
how and where they store
their information and advis-
ing them of their preservation
obligations. Provide the key
players with the complete
picture. Explain in plain Eng-
lish the circumstances of the
matter, the facts in dispute,

the types of relevant informa-
tion (e-mails, spreadsheets,
etc.), internal and external
points-of-contact and poten-
tial repercussions for non-
compliance.

4. Ensure that a litigation hold is
implemented whenever litiga-
tion is reasonably anticipated
and periodically reissue the
litigation hold.

5. Instruct all employees to pro-
duce responsive electronic
and paper documents and
files and ensure that relevant
back-up tapes and other
archival material are safely
stored away.

6. Actively monitor compliance
so that all sources of discov-
erable material are identified
and searched, since it is-not
sufficient to advise the client
of a litigation hold and then
expect the client to retain,
identify and produce the
relevant evidence. Verify that
all key players are notified of,
understand and acknowledge
their preservation obligations.

7. Impiement “forensically
sound” methods of collecting
responsive data.5®

Sanctions for Spoliation of
Electronic Evidence

In the movie “Jaws,” Matt
Hooper had the following response
to Mayor Vaughn'’s denial that Am-
ity had a shark problem: “I think
that | am familiar with the fact that
you are going to ignore this particu-
lar problem until it swims up and
bites you on the ass.” This quote

seems to sum up the mindset of

a large number of corporate ex-
ecutives and lawyers involved in
complex litigation. The prevailing
attitude seems to be “let’s close
our eyes and send a wish toward
heaven that no one will ask for any
electronically stored or generated
evidence.” But the days of hoping
the problem will go away or that no
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one will think to ask for electronic
discovery are long gone—espe-
cially in light of the revisions to the
Federal Rules of Civil Procedure
which now make requesting and
producing electronic data an inte-
gral part of the discovery process.

More and more, the courts are
taking an active role in policing the
production of electronic discovery |
and are sanctioning those parties
that have insisted on taking an “ig-
norance is bliss” attitude. In the last
few years, there have been dozens
of cases involving sanctions for the
spoliation of electronic evidence.

A review of just a handful from the
last four years paints a very sober-
ing picture of the actions courts will
take to punish parties that are guilty
of spoliation which occurred in the
absence of—or even in the pres-
ence of—a litigation hold letter.

In Zubulake v. UBS Warburg
LLC,5® an employment discrimina-
tion case, the trial judge concluded
that UBS acted willfully in destroy-
ing potentially relevant information,
including e-mails about the plaintiff
and her performance which re-
sulted either in the absence of such
information or its tardy production.
As a result, she ordered that the
jury empanelled to hear the case
would be given an adverse infer-
ence instruction concerning the
deleted e-mails at the time of trial.
She further ordered that UBS was
required to pay all costs associated
with re-deposing any witnesses
identified by plaintiff and to pay
all costs associated with plaintiff's
motion for sanctions. The Zubulake
case went to trial in April of 2005.
The trial judge stayed true to her
word and the jury was given an
adverse inference instruction. The
jury returned a verdict in favor of
the plaintiff and against the defen-
dant for more than $29,000,000.

In Coleman (Parent) Holdings
Inc. v. Morgan Stanley & Co.,°" a
Florida court issued an adverse
inference instruction against Mor-
gan Stanley for overwriting e-mails,
failing to timely process hundreds
of back-up tapes, and failing to
produce relevant e-mails and their
attachments. Relying in large part




on that instruction, the jury returned
a $1.45 billion award against Mor-
gan Stanley (a vedict that was later
reversed on other grounds).

In Arndt v.
First Union Na-
tional Bank,%* a
dispute involv-
ing a contract
made between
the defendants
and the plain-
tiff, the jury
awarded the
plaintiff over
$830,000 in
damages, rely-
ing in part on a spoliation instruc-
tion.® Although the plaintiff had re-
quested various e-mails and profit
and loss statements relating to the
allegations, the defendant failed
to preserve and produce these
documents. The defendants argued
on appeal that the instruction was
unfairly prejudicial. The appellate
court noted that testimony from
one of the defendants’ employees
indicated that the defendants were
on notice early on of the plaintiff's
intention to sue the defendant but
failed to preserve the plaintiff's e-
mails or hard drive. The employee
further testified that no effort was
made to save the hard drive even
after receiving a letter from the
plaintiff's counsel about the case.
Based on this evidence, the appel-
late court determined the trial court
did not err in giving the spoliation
instruction.

In Broccoli v. Echostar Com-
munications Corp.,% the plaintiff
filed a motion for sanctions against
the defendants for failing to pre-
serve electronic documents and for
destroying e-mails. The evidence
showed that the defendants were
on notice of the lawsuit long before
they halted their data destruction
policy. The defendants admitted
they never issued a company-wide
suspension of their data destruc-
tion policy and they-did not save
e-mails regarding the plaintiff's ha-
rassment. The court decldred that
the defendants acted in bad faith
and issued an adverse inference
instruction relating to the spoliation

evidence. ..

A review of recent cases
paints a sobering picture
of judicial responses to
spoliation of electronic

of the e-mails.

In Tantivy Communications,
Inc. v. Lucent Technologies Inc.,*®
a patent infringement case, the
plaintiff sought
to exclude evi-
dence based on
the defendant’s
pernicious dis-
covery abuse.
During discovery,
the plaintiff had
sought docu-
ments contained
on the defen-
dant’s Internet
web site spe-
cifically relating to interoperability
testing for the products at issue.
The defendant had repeatedly
represented that it was unaware
of any such documents. However,
one of the defendant’s employees
revealed at a deposition that, pur-
suant to the defendant’'s document
destruction practices, paper docu-
ments were shredded and elec-
tronic documents were deleted that
included interoperability contracts
and test plans. Citing Zubulake, the
court stated, “[the defendant] and
its counsel are well aware that a
party in litigation must suspend its
routine document retention/destruc-
tion policy and establish a ‘litigation
hold’ to ensure the preservation
of relevant documents.” The court
further declared it would not al-
low “lawyers or their clients to lay
behind the log and disregard their
discovery obligations.”

in Paramount Pictures Corp.
v. Davis,® the plaintiff alleged that
the defendant infringed upon the
plaintiff's motion picture copyright.
After uncovering the defendant’s
alleged activities by tracing his In-
ternet protocol address, the plaintiff
was granted access to defendant's
computer and hired a forensic com-
puter expert to conduct the exami-
nation. The expert determined that
the defendant had wiped all the
data off his hard drive and rein-
stalled the operating system—just
16 days after he received notice of
the lawsuit. The expert was unable
to determine whether plaintiff's
movie had been on the computer
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prior to the investigation. Although
the court indicated that an adverse
inference instruction would be war-
ranted, it did not issue one because
the case was not being tried to a
jury. Instead, the court noted that it
would take the defendant’s “willful
destruction of evidence into consid-
eration at the time of trial.”

In Sony Computer Entertain-
ment Am., Inc. v. Filipiak,” the
plaintiff sought injunctive relief
and damages from the defendant,
claiming that he sold products that
allowed users to play illegal copies
of the plaintiff's PlayStation video
games. The defendant agreed to
an injunction prohibiting the mar-
keting, sale and distribution of his
products, and then continued to
sell them. After confronting the
defendant about his violation of the
injunction, the parties agreed to
execute a consent judgment for an
amount to be determined follow-
ing the completion of discovery.
During discovery the defendant’s
hard drive was examined by a
forensic expert and he determined
that thousands of files, including
sales files, had been deleted from
the defendant’s hard drive just
days before it was produced for
inspection. The court found that
the defendant intentionally and in
bad faith violated the terms of the
consent judgment, as well as his
discovery obligations under Rule
26, and awarded the plaintiff more
than $6 million in damages.

DaimlerChrysler Motors v. Bill
Davis Racing, Inc.%® was a breach
of contract action in which the
plaintiff sought sanctions against
the defendant for destroying
relevant e-mails. The defendant
claimed that its computer system
was set up to delete both internal
and external e-mails automatically,
unless affirmative efforts were
taken to preserve them. One of the
defendant’s key employees testi-
fied that he was never instructed to
preserve relevant communications,
even after the lawsuit commenced.
The magistrate judge assigned to
hear the dispute declared that “...
normal procedures for destruction
of documents must...be suspended




when a party is on notice that they
may be relevant to litigation...” and
recommended that the trial court
issue an adverse inference instruc-
tion and an order allowing the
plaintiff to present evidence of the
spoliation.

In Samsung Electronics. Co. v.
Rambus, Inc.,*® a patent-infringe-
ment case, the court found that
the defendant had implemented a
document retention policy to justify
destroying documents relevant to
patent infringement claims when
the defendant anticipated, or rea-
sonably should have anticipated,
litigation with the plaintiff. The
court found the defendant’s vague
litigation hold instruction to “not
destroy relevant documents” did
not satisfy preservation obligations
in light of several factors, includ-
ing: the large volume of documents
destroyed, the extent and kind of
evidence destroyed following the
hold, the failure of the instruction
to specify which documents were
relevant to litigation, and the fact
that the defendant had maintained
no records of the documents that
were destroyed. In addition, the
court offered guidance on how
companies can comply with their
preservation duties by modifying
document retention policies already
in existence. The court instructed
companies to inform its officers
and employees of pending litiga-
tion and identify for them the kinds
of documents considered relevant,
in addition to collecting and seg-
regating relevant documents. The
court observed a company simply
cannot “make a document retention
program an integral part of its litiga-
tion strategy and, pursuant thereto,
target for destruction documents
that are discoverable in litigation.”

In re September 11" Liability
Insurance Coverage Cases™ dealt
with coverage issues that arose
following the September 11, 2001
attack on the World Trade Center.
In the aftermath of the disaster,
multiple suits were brought seeking
insurance coverage on behalf of
several of the entities that claimed
an ownership or leasing interest
in the complex. There were an

enormous amount of documents
produced by both sides. However,
counsel for Zurich American Insur-
ance Company failed to produce
documents from the company’s un-
derwriting files in a timely fashion,
allowed key electronic documents
to be deleted, failed to produce pa-
per versions of some of the deleted
electronic documents until ordered
by the court to do so and failed to
ensure that a litigation hold was put
in place and followed. The court
noted that, “Discovery is run largely
by attorneys, and the court and

the judicial process depend upon
honesty and fair dealing among
attorneys.” The court found that
the actions of the defendant—and
its counsel—violated F.R.C.P. 37
and imposed monetary sanctions
of $500,000 on both the defendant
and its counsel.

In Southern New England
Telephone Co. v. Global NAPs,
Inc.,”" the plaintiff alleged that
Global misrouted long-distance
telephone traffic to certain circuits
not designated for such traffic,
thereby depriving SNET of appli-
cable access charges. There was
a two-year discovery battle over
Global’s financial records. Dur-
ing the course of discovery the
plaintiff uncovered evidence that
the defendant failed to produce
electronic evidence when it claimed
that the computer of a key witness
“crashed.” The “crash” was actu-
ally a purposeful dropping of the
computer on the floor. The “crash”
occurred after the court-ordered
deadline for production of docu-
ments had come and gone. Discov-
ery further revealed that the em-
ployee who dropped her computer
used a program called Window
Washer to delete and write over
the information on her hard drive.
The court found that the defendant
committed a fraud on the court
and that its willful discovery viola-
tions likely destroyed the plaintiff's
ability to prove its case. The court
entered a default judgment against
the defendant in the amount of
$5,247,781.45. The court also
awarded fees and costs in the
amount of $645,760.
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In light of these opinions, and
dozens more like them, it is vitally
important that you take the issue
of electronic discovery seriously
and follow the steps outlined above
(and in other places in this article)
to ensure that spoliation of evi-
dence does not become an issue in
your case.

Electronic discovery, when
appropriately tailored, can be a
powerful discovery tool that can
uncover a wealth of information to
assist in prosecuting and defend-
ing cases in virtually every area of
the law. On the other hand, elec-
tronic discovery can be expensive,
onerous and time consuming for all
parties, especially the responding
party. Moreover, failure to comply
with requests for electronic discov-
ery can result in the imposition of
substantial and even case-ruining
sanctions. All attorneys practic-
ing today shouid have a working
knowledge of how to propound and
respond to electronic discovery
requests, since, as information
technology continues to advance
and its use becomes more perva-
sive, electronic discovery will no
doubt play a critical role in litigation
for many years to come.
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